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Where we are today

e Client Server Environment

— Provides the security and infrastructure services
required by the DoDIIS community

— Evolved since 1993 into a mature, stable
collection of services

— Installed at all Unified Commands

— Propagated outside the DoDI1S community
* NASA
« TBMCS
 Air Force Global Weather
 FAA and NIMA are evaluating 3



The Problem

« CSE Is1n maintenance mode (legacy)

— Problem Report fixes only
« Stagnant Infrastructure

* No funded program for implementing new user
requirements

* No evolutionary path from CSE to DIl COE

— No transition, only replacement
= 6.;.7 =l




The Problem (continued)

e DIl COE has no SCI certification

— Numerous security findings at 2 separate Dl |
= @ COE assessments

(@' — Removal of basic C2 security functionality in
DIl COEV4.0.1.1

e DoDIIS Instructions dates are unrealistic

—“ Full DIl COE implementation by FY01”

e No funding for DIl COE in FY 00

— DoDIIS DIl COE was supposed to go through SCI
certification and JITF in June FY 99

» Stop Work on integration in Feb FY 99 due to no
funding by DIA
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The Problem (continued)

>
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* The schedule as of February 1999

DoDIIS DIl DoDIIS DIl
COE V3.4 COE V4.1 DoDIIS
DIl COE
SCI Certified SCI Certified Va1
DoDIIS DIl COE DoDIIS DIl COE
September 99 July 00 Full DoDIIS DIl COE

Implementation
June 2001

DoDIIS DIl DoDIIS DIl

COE V4.1

Begin Fielding 3.4 Begin Fielding 4.1
October 99 August 00

COE V3.4



The Problem (continued)

>
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e The schedule as of June 1999

DoDIIS DIl DoDIIS DIl
COE V3.4 COE V4.1 DoDIIS
DIl COE
SCI Certified SCI Certified V4.1
DoDIISDII COE DoDIISDII COE
September 99 July 00 Full DoDIIS DIl COE

I mplementation
DOD”S DIl DoDIIS DI June 2001
COE V3.4 COE V4.1
Begin Fielding 3.4 Begin Fielding 4.1
October 99 August 00

@ = Slip in the schedule



Solution

>

« An evolutionary migration approach from
the current DoDI IS infrastructure to the
future AF DoDI1S DIl COE

— A Phased implementation to a COTS

Infrastructure while meeting current user
regquirements for newer advanced technologies

o AF DoDIIS cannot continue to maintain a stagnant
Infrastructure




Phase One

* Fexible evolutionary migration ;

— Segmentation of current DoDI IS infrastructure
services with upgrades to newer technologies

 Provides backward compatibility with the current
Infrastructure and allow interoperability and
compatibility with current collateral segments
— Least intrusive to site resources

* Most cost effective way to achieve DIl COE level 5
compliance

 Provides the security necessary to meet AF DoDIIS
requirements

e Integration with emerging technologies to satisfy
current unsatisfied user community reguirements o




Phase One (continued)

>

« Automate the segmentation process

— Segmentation tool

 Places segmentation in the hands of the integrator vs
the IMA developer

e Segment creation and maintenance
« Configuration Definition Modeling

» Allows sites to segment site-unique applications
without the cost of a development staff
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* Point and Click/Drag and Drop Segmentation
» Configuration Definition Modeling

#+ DoDIIS Configuration Definition - Visual Integrated Segmentation Environment

File  Edit Wiew Help

Dis(E| 5 |=(2] =2

[fjl DoDNS Configuration Definition
& DaoDIIS Base Client
#-(F Axent Client
--|®] DaDIIS Acount Group
= Eil DaDlIS Security Bundle
[ Crack
[ DoDIIS Sessions
A bMoAfee Antivirus
- [ell Password Tool
- Print Banners
= Print Status
= Frint Utility
[ Printer Maintenance
=| Remote Distributon
= TCP Wrappers

& Tivoli Client
7.1 COTS

& ELINT Server

@-[1 GOTS

: 5 Imagery Sener
=3 M|55|Dn Applu:atlc:ns

‘If_i.—.

j HPOW Metwark MNode Mor age
: Remedy Action Regquest Clier

-

il

Disk Usage 10240 K

Name Size | Tvpe | Maodified

[ Crack 1024KE  Software Segment 01/05/199311:2..
[ DoDIIS Sessions 1024KB  Software Segment 0m/08/199911:56..
[ McAfee Antivirus 1024KE  Software Segment 01/08/199311:5.
[ Password Toal 1024KB  Software Segment 01/08/199912:.0..
[ Frint Banners 1024KE  Software Segment 01/08/199312:0..,
[ Print Status 1024KB  Software Segment 01/08/1999 02:1...
[ Prrint Utility 1024KE  Software Segment 01/08/1993 115,
[ Printer Maintenance 1024KB  Software Segment 0m/08/199912:.0...
[ Remate Distributan 1024KE  Software Segment 01/08/199312:0..
[ TCP Wrappers 1024KB  Software Segment 01,/08/199911:2...

Memory Usage 1E3R4 K

Classification

UMNCLASSIFIED
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Phase One Costs

e Total cost

— Cost includes

e Integration of current infrastructure services with
DIl COE

 Transition utilities to preserve current naming
service and system data

* NT security utilities (SECUTL Segment)
e Segmentation tool

» Test support (IPAT, Beta, Betall, certification
documentation)

12



Phase One Schedule

A 12431

Activity 1999 2000 -+
Jun| Jul [Aug |Sep| Gct [Nov|Dec| Jan [Feb | Mar | Apr [May [ Jun | Jul
= DoDIIS DIl COE AR j ¥ 12137
| secuTL 7 A A 1001
Infrastructure Segrment Fi1 A A 100
Transition Utilitiy [ A A 1001
Uocumentation i1 2 M 100
Test Plan A M 1001
= Testing 04 vy ¥ 12431
Site Transition Plan 104 An 1028
IPAT T 1148
Frep for Beta | 118 AlA 11426
Beta | 11728 2 143
Prep Beta ll 1208 & 1210
Eeta |l 12003 a0 1207
Prep for Final Delivery 12720 Ak 12430
Final Delivery 12131 5,‘5. 12131
Transit Tool A
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Phase Two

e Migrate away from DoDIIS GOTS
Infrastructure services as COTS and funding
become available

— Gradual migration spreads funding for COTS
across fiscal years
— As COTS become available GOTS services are removed

— Automate the installation and configuration of
the AF DoDIIS DIl COE

 Non-interactive installation of entire AF DoDIIS DI
COE architecture

— OS, DIl COE Kernel, DoDIIS COTS/GOTS products
14



* Network Wide | |
Automated Automated Jumpstart

_ |nstall Server Server
Installation Solaris

Utilizing OS

Cloning




Phase Two (continued)

« Continue implementing new infrastructure

technologies

— Public Key Infrastructure (PKI)
e Incorporating SSL, IPSec Protocols and CA servers
Client Server

Server responds with Digital 1D

Client initiates connection < >

Client confirms CA signature _
Extracts public key > %D Public Key
* n

Client generates and
encrypts session key based

on server public key and 4 >
sends back to server

e
Q‘% All subsequent communication is %
encrypted/decrypted based on
session key

Server decrypts session key
using server public key

16




Phase Two (continued)

« Continue implementing new infrastructure

technologies
— Web mterface for infrastructure servi ces

File Edit Yiew Go Communicator
14 &8 23 & o & <+ & i

Back Forward Reload Home Search Guide Print Security  Shop
"| & Bookmarks 4 Go To: hitpweww kevinetoy hqistig af.mil-h{
v & Members ¢ WebMail 4 Connections ¢ BizJournal o SmartUpdate o Mkiplace

| By
Alert! News Archive Boot
Uidlity Uidlity
& | & 5
Liil I
Disk General Growp Host Network
Space Tools Maintenance  Maintenance Stalus
i meit| A
% . | L | Bea
Frinter Frivilege Frocess Frotocol Remote  Securily Frofile  Session
Maintenance Maintenance Management Muaintenance  Distribution Inspector  Muaintenance
@ CSESS Bl e = =
[ o il - m
Sheil Trusted User  User Account User Yser Session Redisplay Fxgt
Training Information  Maintenance Muaintenance FPaleite
e 17
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Phase Two Costs

e Total cost

— Cost includes
e Segment enhancements
o Automated installation
* Web based interface
 Public Key Infrastructure integration
* Documentation updates
e Segment testing
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Phase Two Schedule

Activity 2000 =
Kov|Dec| Jan [Feb|Mar [ Apr [May [Jun] Jul [Aug |[Sep| Oct [Nov|[Dec| Jan [Feb
19 |=E PHASE Il ¥ o2
20 SECUTL (with CSE-NT) 14100 2 My B2
21 Pkl A i1
22 Infrastructure Segment enhancement: 11108 A M B2
23 Weh based interface AT !
24 Transit Toal enhancements 108 A Ao 819
25 Automated Installation Sy 42
26 PR Fixes 14100 2 My B2
27 Documentation 1008 A M B2
28 Site Support 1410} A A 929 )
29 {On-site support 437th My 929
30 Help Desk 14100 2 Sy 829
31 |E Testing BIS W ¥ o4
Prepare for IPAT BA A B30
IPAT T3 A TN
Prep for Beta | T A T3
Betal B A BT
Prep Beta ll B8 A B
Betall 8/22 A Bi28
Prepare for Final Delvery 228 AN 9126
Final Delivery all COs 9726 +
Zontract Completion 829 A 9729 I
3 BN |
II [ [ears ol [Serl ovr 4
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Summary

>

e The DoDIIS infrastructure must evolve and
migrate to DIl COE

« A phased approach is the most cost
effective migration path to DIl COE

* Operational requirements must not be
sacrificed during the migration

« Automation and new technologies are
required to migrate the current
Infrastructure to the DoDIIS DIl COE
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Summary (conti nued)

“The Brg Picture
=S -

DMS Archive
(Msg Traffic)

]

S Gatekeeper Server w—"’
(BroadSNord)

COP Applications
(Collateral) e

: Outlook= | DMS ~-IDISS_
\ = © Severs Gateway — Server i

e s




| ssues

 IMA migration schedules
e Phasetwo COTS funding
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Backup

>

o Target Platforms
— DIl COE V4.1 on Solaris 7, NT 4.0

e NT Infrastructure servicesto include
— CENTCOM SECUTL segment
—NT SVCP5

e Solaris Infrastructure services and transition

utilities to include:
Alert News, Archive Utility, Assign Passwords,
Assign Privileges, Boot Utility, CLASS,

Change file information, Disk Cloning, Host Protocols,
24



Backup (continued)

e Solaris Infrastructure services and transition

utilities to include;

Network Status, Ping Utility, Printer status, Printer
Maintenance, Privilege Maintenance, Process
Management, RPC client/server, Remote Distribution,
Session Maintenance, Xautolock (deadman),

XDM _Xdcons, User Account Information, User
Maintenance, User_Group Maintenance, User Session
Maintenance, Jumpstart support, Installation Wizard,
Transition tool for preserving current infrastructure data
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Backup (continued)

e Phasetwo COTS

— Tivoli
« TME 10 Framework
« TME 10 Distributed Monitor
e TME 10 User Administration
« TME 10 Security Manager
« TME 10 Enterprise Console

— Axent
e Intruder Alert (ITA)
 Enterprise Security Manager (ESM)

26
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